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DataLocker is committed to creating and 
developing the best security technologies 
and making them simple-to-use and 
widely available.  years of research and 
millions of dollars of development have 
gone into bringing this technology to you.
We are very open to user feedback and 
would appreciate hearing about your 
comments, suggestions, and experiences 
with this product.

Feedback:
support@datalocker.com

noTE:  DataLocker is not liable for technical or editorial errors and/or omissions contained herein; 
nor for incidental or consequential damages resulting from the furnishing or use of this material.  The 
information provided herein is subject to change without notice.

The information contained in this document represents the current view of DataLocker on the issue 
discussed as of the date of publication. DataLocker cannot guarantee the accuracy of any information 
presented after the date of publication. This document is for information purposes only. DataLocker 
makes no warranties, expressed or implied, in this document. DataLocker, and the DataLocker logo 
are trademarks of DataLocker Inc. and its subsidiaries. All other trademarks are the property of 
their respective owners. Ironkey™ is a registered trade mark of Kingston Technologies, used under 
permission of Kingston Technologies.  All rights reserved.

© 2017 DataLocker Inc.  All rights reserved. IK-EMS-ADM03-4.0
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Introduction

The following Quick Start Guide (QSG) will guide you through the process to 
deploy your Enterprise Management Service (EMS) account. This QSG also guides 
the System Administrator(s) through the process of adding and managing Users 
and devices with the Admin Console.

Section 1: Deploying and Configuring your EMS Account and Admin 
Console

1. Click on the link provided in the Welcome e-mail you received from 
 Datalocker
2. Enter your account number also provided in the Welcome e-mail (Figure 1)

3. Agree to the end user license agreement and click ‘Continue’ (Figure 2)

Figure 1

Figure 2
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4.	 Create	the	first	two	System	Administrator	accounts	(Figure	3)
 a. The accounts are used to access the Administrator Console in order to  
  add and manage devices
 b. Ensure the e-mail addresses are valid and accessible.
 c. one entered, click on ‘Continue 

5.	 Create	the	‘Default	User	Policy’	that	will	be	applied	to	the	first	two		system		
 administrators created above by clicking “Create Policy’

Figure 3
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6.	 Configure	the	Password	policy	that	meets	your	corporate	policy
7.	 Configure	‘Password	Aging	and	Reuse’
8.	 Configure	‘Silver	Bullet’	options

9.	 Review	your	configuration	settings	and	click	on	‘Finish’	to	complete	the	
 process or ‘Edit Policy’ if you want to make changes.

Ensure that you set the Password Policy section for ‘Password reset’

Ensure	Silver	Bullet	Remote	administrative	Controls	for	‘Password	Reset’	is	
set to Allowed.
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10. once you click ‘Finish’, you will receive the following message.

11.	 Check	the	e-mail	accounts	used	to	create	the	first	two	System	
 Administrators to activate the online accounts.
12. Click on the link provided in the body of the e-mail Example Figure 4)

13. Create your online account including the answer to your ‘Secret Question’ and  
 click on ‘Create Account.

Figure 4
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14. Check your e-mail account for the Access Code and enter in the space 
 provided in order to access the console and click ‘Submit’.

15. you will be presented with the following screen that contains some helpful   
 hints and a link to create a ‘Default Device Policy’ that will be applied to    
 devices issued to users through the Management Console. 
16. Click on the ‘Create Default Device Policy’
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17.	 Configure	your	Default	device	Policy	starting	with	the	‘Password	Policy’.	Click			
 through the Policy sections on the left hand side panel  to complete the    
 ‘Default Device Policy’.

note: Supported devices are listed in the top right corner of each policy section.
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Section 2: Adding users and Devices to the EMS Admin Console

The following section describes how to create groups (if required) and add users 
and assign devices to Users.
1. If you would like to add groups such as ‘Engineering’, ‘Sales’ etc, right click on   
	 the	default	group	as	shown	in	figure	1	and	select	‘Add	Group’,	otherwise,	you			
 can simply add users to the ‘Default Group’.
2. once you have added a group or chose to add users to the default group, click  
 on ‘ADD’ on the right had side above ‘default group’ and select ‘Add Device’.

note: you will see the two sys admin accounts that were created during the account 
set-up process in Section 1.

3.	 Once	you	select	‘Add	User’,	you	will	be	presented	with	the	screen	in	figure	2.
 a. Enter a User name, a valid e-mail address that a User can access and   
  the role of the User (see right hand side for a description of user role 
  permissions).
 b. If the ‘User role’ is anything other than ‘Standard User’, you can create   
  a ‘Deviceless’ (User name & Password) or a ‘Device’ (Device & Password)  
  account. A device account will require the user to login to the device and  
  select ‘Admin Console’ from the device Control Panel.
 c. Select the Policy and group and select the ‘Secure Storage’ radial button  
  if you are creating a ‘Device’ account.
 d. Click on ‘Save’ to complete the process and an e-mail will be sent to the   
  User  with their ‘Device Activation Code’ required to begin the 
	 	 Device	Configuration	Process.

Figure 1
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Figure 2
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Section 3: managing Users and Devices

This section describes how to access EMS User management and Device 
management	profile	pages	within	the	EMS	console.	These	profile	pages	allow	
Administrators to manage and edit Users and Devices.

USER MANAGEMENT

In	order	to	access	the	User	profile	page,	click	on	‘Manage	Devices’	from	the	right	
hand side panel.

Select the User you want to manage by clicking on the User name listed in the ‘User’ 
column.

The	following	User	profile	page	will	be	displayed.	Click	on	the	‘Edit’	button	in	the	top	
right hand corner to change the User name, e-mail address and/or group.

Figure 1

Figure 2
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Figure 3

DEVICE MANAGEMENT

To manage devices, click on the device you want to manage listed in the ‘Device’ 
column as shown in Figure 2 above. The following screen will appear.

Figure 4

In the top right hand corner, you can ‘edit’ the policy applied to the device and/or 
the device name.
you can also ‘Force read only’ access to the device, ‘Disable Device’ or ‘Delete 
Device’.

(See The Support section of this guide for a link to the ‘Administrator Guide’ for 
details on these features)
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REMOTE MANAGEMENT (Silver Bullet)

Silver	Bullet	provides	administrators	the	ability	to	remotely	perform	device	
‘recommissioning’ (factory reset), ‘Password reset’, recover Device’ or ‘Detonate’ 
(remote kill).

Figure 5

(See The Support section of this guide for a link to the ‘Administrator Guide’ for 
details on these features)

MANAGING PROFILES

You	can	edit	or	add	additional	device	profiles	by	clicking	on	“manage	Policies’	in	
the left hand side panel.

Figure 6
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To	‘Edit’	an	existing	profile,	click	on	the	Profile	listed	in	the	Policy	Name.	To	‘Add’	a	
new policy, click on 

‘Add Policy’

Figure 7


