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This guide is to assist SafeConsole administrators deploying the Sentry K300 to their SafeConsole
server. Please refer to the SafeConsole Admin Guide and the Sentry K300 User Guide for additional
details.

Requirements
•
•
•
•

SafeConsole Server version 5.4.1 or greater
DataLocker Sentry K300
An available SafeConsole device license seat per Sentry K300*
Windows computer to update and register the Sentry K300 to SafeConsole

*Contact sales@datalocker.com to purchase SafeConsole or to increase your license count before
deploying your managed K300 drives.

Backup The K300
The process for updating and registering K300 devices to SafeConsole is designed to retain all data
previously on the device when possible, however, it is strongly recommended to backup the K300
before proceeding.
Registering to SafeConsole requires a file system on the K300 that can be read by Windows, such as
FAT32, exFAT, or NTFS. By default, the K300 ships with an NTFS filesystem. If the current filesystem is not
natively compatible with Windows, such as EXT4 or HFS+, then the K300 will attempt to format the
drive to a valid filesystem. This will delete all data on the drive.

Enabling SafeConsole
There are a couple of options when it comes to enabling SafeConsole on your K300 device.

Option 1: Force SafeConsole With The Updater (Recommended)
These steps require administrative privileges on both the Sentry K300 and the Windows workstation
running the updater. Once complete, the K300 will be a forced managed device. This means
that in order to continue using the device after these steps, the End User must register the K300 to
SafeConsole before accessing any data on the device. For best results, complete the steps below
either right out of the box or after a Zeroize function is performed. This will allow the administrator
to transition the device to the End User while the default password is still set, and the user will be
required to change the password upon the fourth unlock.
1. Download the latest Sentry K300 updater, located on DataLocker’s firmware page:
datalocker.com/device-updates.
2. Authenticate on the K300 keypad with the device admin password (Default password is
‘1234567’), select Connect, and insert the Sentry K300 into the Windows workstation.
3. Open the Sentry K300 Updater downloaded in step 1. The updater should show the serial
number of the device plugged in and its current firmware, along with the firmware that
will be loaded onto the device. Clicking Force SafeConsole will force SafeConsole mode.
This guarantees that the K300 will not be used in an unmanaged state. This mode cannot
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be turned off without contacting (support@datalocker.com). Caution should be exercised,
making sure SafeConsole is needed before making this selection.
4. If the Sentry K300 was previously configured with both an admin and user password, the user
password will be disabled after clicking Update. . . . This means that the End User will need to
use the admin password to unlock the device.

5. After the update is successful, the K300 will shut down. If the K300 does not turn back on after
30 seconds, press the power button on the device for roughly 3 seconds. The K300 can now
be given to the End User to register to SafeConsole. If the password for the device is still the
default of 1234567, the user will be forced to change the password on the device’s 4th unlock
after initialization.

Option 2: Enable SafeConsole From The Sentry K300 Device Menu
These steps can be used to enable SafeConsole if the Sentry K300 is already on firmware version 1.19
or greater, either directly from the factory, or after performing a device update without selecting
Enable SafeConsole. These steps can also be performed by the End User.
1. Authenticate on the K300 keypad using the admin password, default 1234567.
2. In the Connection menu, select MENU.
3. In the main menu select SAFECONSOLE.
4. In the SafeConsole Menu select ENABLE.
5. Return back to the connection menu.
Note: Enabling SafeConsole directly in the device menu will lock the K300 into SafeConsole mode
after registration is complete.
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Disabled Menu Options
When SafeConsole mode is enabled, the following menu entries on the K300 are disabled:
• BOOT MODE - Not compatible with SafeConsole
• USER PASSWORD - Previous user passwords are disabled and not compatible with SafeConsole
• SAFECONSOLE - Cannot be disabled once locked. Contact support@datalocker.com with
questions
• READ ONLY MODE - Not available within the main menu. Still available in the connection
menu
• ZEROIZE - Admins should use the SafeConsole Factory Reset device action instead

SafeConsole Registration
Once SafeConsole is enabled on the Sentry K300, the device will need to be registered to a
SafeConsole server. This is accomplished by launching a Windows client that is loaded on the K300
when SafeConsole is enabled using the steps above. This Windows client will be mounted to a
separate CD ROM partition. SafeConsole registration can either be done by the End User or by an
Admin.

End User Registration To SafeConsole (Recommended)
1. A SafeConsole Administrator should send out the SafeConsole Endpoint Setup Guide to the
user by entering the user’s email address in the SafeConsole Deployment Wizard found in the
Help section of SafeConsole, under Deployment Wizard.
2. The End User will need to unlock the K300 using the admin password and select CONNECT
from the Connection Menu before plugging their device into their Windows workstation.
3. The CD ROM partition that contains the Unlocker application will then be mounted to the
workstation. Follow the Endpoint Setup Guide to launch the Unlocker Client and enter the
information needed for registration.
4. The Unlocker client will ask the user to enter the K300 password. Enter the K300’s Admin
password. All letters should be entered as capitals.
5. If a valid filesystem (FAT32, exFAT, NTFS) is not found on the K300, such as when registering
after receiving a factory reset through SafeConsole, then the Unlocker client will attempt to
format the K300 with the user selected filesystem. This action may prompt for Window’s admin
permission through a UAC, User Account Control, prompt.
6. Registration is complete once the Control Panel is shown.
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Administrator Pre-Registration To SafeConsole
The registration steps above can be done by a SafeConsole Administrator if they wish to pre-register
the K300 for End Users. Once registration is complete, the device can simply be re-assigned by
logging into SafeConsole and navigating to Manage, then Drives. Click the K300’s serial number to
bring up the Device Details window, then click Reassign device to another user.

This will bring up another window that allows the SafeConsole Admin to pick which user to assign
the device to. If the user doesn’t already exist in SafeConsole, please refer to the SafeConsole
Admin Guide on adding a user.
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Once the device is assigned to the new user, the K300 can be given to the End User along with the
Password Reset Code, which will force the End User to create their own password. The Password
Reset Code is found by following the steps below.

Password Reset
Because authentication happens before the Unlocker client is launched, password reset works
differently on the Sentry K300 compared to other SafeConsole Ready Devices. Along with the
normal password to unlock the K300, a secure password will be created after registering to SafeConsole. When this password is entered to the K300 it will set the original password back to the
default ‘1234567’ and force the user to create a new password. Users should be made aware that
password reset is available if they forget their password, as to not cause data loss by entering an
incorrect password 20 times. The following steps should be taken when a password reset is needed:
1. A SafeConsole Administrator should log into the SafeConsole server.
2. Locate the K300 by referencing the serial number, which can be found by going to Manage,
then Drive.
3. Click the device’s serial number to open the Device Details screen.
4. Click Reset password.
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5. The SafeConsole Administrator can now send the Password Reset Code to the user through
email, after confirming the password request is valid.

6. The End User can enter the Password Reset Code directly on the K300. This will reset their
password back to ‘1234567’ and force them to create a new password after the 4th unlock.
The standalone login counter will be reset back to zero, requiring the next unlock to be with the
Unlocker client. It is recommended that the End User launch the Unlocker client immediately
after a password reset so a new Password Reset Code can be generated. The Password Reset
Code can only be used once. A new one will be generated the next time the K300 is unlocked
with a connection to the SafeConsole server.

Standalone Mode
Standalone mode allows the K300 to be unlocked without launching the Unlocker client. This allows
the K300 to be unlocked with the keypad and the secure volume will be passed directly to the
operating system, making the device compatible with any systems that support Mass Storage
Devices, including macOS, Linux, and other systems. When a K300 is unlocked in Standalone mode,
all management features are put on pause to allow for this compatibility. This means that none
of the policies defined in SafeConsole will be enforced. However, password reset will still work if
needed. The Standalone login policy is completely optional and is disabled by default. To enable,
follow these steps:
1. The SafeConsole Administrator will need to open up the policy editor and select the K300 tab.
2. Click the checkbox to Enable Standalone Logins.
3. Define the maximum number of Standalone Logins that can be requested at once.
4. Decide if End Users should be able to automatically request the maximum number of logins
every time they unlock their K300 on Windows.

© 2018 DataLocker Inc. All rights reserved.

8

Sentry K300 SafeConsole Deployment guide

5. Click Save when done.

Once the policy is enabled, K300s using that policy will receive a new settings entry in the Control
Panel after a policy update. (Policy updates happen two minutes after unlock or manually when a
user clicks Check for Updates.)
The End User will request Standalone Logins by clicking the settings gear in the Control Panel,
selecting Standalone, then entering the reason for the request, and finally clicking the Request
button.
The next time the password is entered on the K300, the End User will be prompted to select
STANDALONE or SAFECONSOLE. Selecting Standalone will proceed to the connection menu where
CONNECT or READ ONLY MODE can be used to connect the K300 to a host computer. Selecting
one of these modes will mount the secure volume directly without needing to run the Unlocker
client or mounting the virtual CD drive. If SAFECONSOLE is selected, then the Unlocker client will
need to be opened like normal.
The Standalone counter will decrease by one every time STANDALONE mode is selected on the
K300 and connected to a computer. Once the counter reaches zero, then the End User will need
to unlock in SafeConsole and request more.
Note: If a file is placed on the K300 Secure Volume in Standalone mode, which is restricted by the
Anti-Malware or File Restriction SafeConsole policies, it will be deleted after unlocking in SafeConsole
mode.
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Note: DataLocker is not liable for technical or editorial errors and/or omissions contained herein;
nor for incidental or consequential damages resulting from the furnishing or use of this material.
The information provided herein is subject to change without notice. The information contained in
this document represents the current view of DataLocker on the issue discussed as of the date of
publication. DataLocker cannot guarantee the accuracy of any information presented after the
date of publication. This document is for information purposes only. DataLocker makes no warranties,
expressed or implied, in this document. DataLocker, DataLocker Sentry, and the DataLocker logo
are registered trademarks of DataLocker Inc. and its subsidiaries. All other trademarks are the
property of their respective owners. All rights reserved.
Patent: datalocker.com/patents
FCC Information: This device complies with part 15 of the FCC Rules. Operation is subject to
the following two conditions: (1) This device may not cause harmful interference, and (2) this
device must accept any interference received, including interference that may cause undesired
operation. This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of
the following measures:
• Reorient or relocate the receiving antenna.
• Increase the separation between the equipment and receiver.
• Connect the equipment to an outlet on a circuit different from that to which the receiver is
connected.
• Consult the dealer or an experienced radio/TV technician for help.
Note: Changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.
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